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(57) ABSTRACT

An electronic device in a device-to-device network of a user
of'the electronic device communicates with a group of one or
more other instances of the electronic via dynamic connec-
tions that are based on pre-established and maintained (i.e.,
long-lived) associations in the device-to-device network.
Moreover, a given dynamic connection between the elec-
tronic device and a given instance of the electronic device in
the group is setup by the electronic device without assistance
of' a computer in another network, which conveys the com-
munication within the group. During operation, the electronic

4,2015. : . . -
device: detects a change to a location of the electronic device
Publication Classification in the other network; and communicates a message with the
update to the location to a second user in the device-to-device
Int. Cl. network who is associated with a second instance of the
HO4L 29/06 (2006.01) electronic device in the group at a second location specified
HO4L 29/08 (2006.01) by one of the associations.
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DEVICE-TO-DEVICE NETWORK LOCATION
UPDATES

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims priority under 35 U.S.C.
§119(e) to U.S. Provisional Application Ser. No. 62/177,069,
entitled “Secure Distributed Device-to-Device Network,” by
Dave Glassco, Athanassios Diacakis and Dan Cohen, Attor-
ney docket number NEO-1501, filed on Mar. 4, 2015, the
contents of which are herein incorporated by reference.
[0002] This application is related to U.S. Non-provisional
application Ser. No. , entitled “Secure Distributed
Device-to-Device Network,” by Dave Glassco, Athanassios
Diacakis and Dan Cohen (Attorney Docket Number NEO-
1601), filed on , 2016; and to U.S. Non-provisional
application Ser. No. , entitled “Device-to-Device Net-
work Membership Confirmation,” by Dave Glassco, Athanas-
sios Diacakis and Dan Cohen (Attorney Docket Number
NEO-1602), filed on , 2016; and to U.S. Non-provi-
sional application Ser. No. , entitled “Enrollment in a
Device-to-Device Network,” by Dave Glassco, Athanassios
Diacakis and Dan Cohen (Attorney Docket Number NEO-
1603), filed on , 2016, the contents of all of which are
herein incorporated by reference.

BACKGROUND

[0003] 1. Field

[0004] The described embodiments relate to techniques for
securely communicating content among electronic devices.
In particular, the described embodiments relate to techniques
for communicating content among electronic devices in a
secure, distributed device-to-device network.

[0005] 2. Related Art

[0006] The Internet is an increasingly popular public net-
work for exchanging information or content among individu-
als and organizations. In particular, the wide-spread availabil-
ity of the Internet and increasing bandwidths is allowing
individuals to access a wide variety of content via an ever-
increasing number of applications. For example, many indi-
viduals use so-called ‘social networks’ to exchange informa-
tion with large groups of people, including their friends,
family and colleagues. These social networks allows users to
stay in touch with and to rapidly disseminate information to
the groups of people, and allows users to discover new friends
and colleagues based on the information other users publish
in the social networks.

[0007] However, the same strengths of social networks can
also be liabilities. In particular, the same ease of access and
the ability to exchange information with a large group of
people can make it difficult for users of social network to
control access to the information that they publish on the
social networks. For example, many social networks leverage
the published information to generate revenue, such as by
selling the published information to third parties, and by
analyzing the published information to provide advertising
and promotional offers to the users.

[0008] Fundamentally, there is a conflict of interest
between individuals® desire for privacy and the desire of
providers of social networks to make money. Thus, even
though some social networks provide privacy settings that
ostensibly allow users to control who sees or accesses their
information, in practice the privacy settings typically do not
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allow the users to restrict or limit how the providers of the
social networks use the published information. Or, as it has
sometimes been stated, when a service offered by a provider
of'a social network on the Internet is seemingly ‘free,” you are
the product not the customer. The inherent tradeoff between
privacy and the convenient service provided by social net-
works is often concerning and frustrating to users, which can
degrade the user experience.

SUMMARY

[0009] A group of described embodiments includes an
electronic device that includes an interface circuit. This inter-
face circuit communicates with a group of one or more other
instances of the electronic device via dynamic connections
that are based on pre-established and maintained associations
in a device-to-device network of a user of the electronic
device, where the associations are maintained for longer time
than the dynamic connections. Moreover, a given dynamic
connection between the electronic device and a given
instance of the electronic device in the group is setup by the
electronic device without assistance of a computer in another
network, which conveys the communication between the
electronic device and the given instance of the electronic
device via at least a non-wireless communication technique.
Furthermore, the electronic device includes a control mecha-
nism. During operation, the control mechanism: detects, via
the interface circuit, a change to a location of the electronic
device in the other network; and communicates, via the inter-
face circuit, a message with the update to the location to a
second user in the device-to-device network who is associ-
ated with a second instance of the electronic device in the
group at a second location specified by one of the associa-
tions.

[0010] Moreover, when communication of the message to
the second instance of the electronic device fails, the control
mechanism may provide, via the interface circuit, the mes-
sage with the update to the location to a trusted computer in
the other network, the message is encrypted using an encryp-
tion key of the user.

[0011] Note that the location may include an address in the
other network and a communication port of the electronic
device.

[0012] Furthermore, the message may be provided to the
second user via: the device-to-device network, a different
communication channel than the device-to-device network,
and/or a third party who is other than the user and the second
user.

[0013] Additionally, the message may be encrypted using
an encryption key of the user.

[0014] In some embodiments, the control mechanism:
communicates with a third instance of the electronic device in
the group at a third location specified by another one of the
associations, where the third instance of the electronic device
is associated with a third user in the device-to-device net-
work; and when the communication with the third instance of
the electronic device fails for a time interval, accesses a
trusted computer in the other network and obtains another
message with an update to the third location stored on the
trusted computer. For example, the other message may be
identified based on an encryption key of the third user and/or
the other message may be encrypted using an encryption key
of'the third user.

[0015] Moreover, the control mechanism may: communi-
cate with the third instance of the electronic device in the
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group at the third location specified by the other one of the
associations, where the third instance of the electronic device
is associated with the third user in the device-to-device net-
work; and when the communication with the third instance of
the electronic device fails for the time interval, poll one of
more of the other instances of the electronic device in the
group to determine the update to the third location.

[0016] In some embodiments, the control mechanism
includes: a processor coupled to the interface circuit; and a
memory, coupled to the processor, which stores a program
module that is executed by the processor. The program mod-
ule may include instructions for at least some of the opera-
tions performed by the control mechanism.

[0017] Another embodiment provides the electronic
device, which is configured to update the location in the
device-to-device network via a message posted on the trusted
computer.

[0018] Another embodiment provides a computer-program
product for use with the electronic device. This computer-
program product includes instructions for at least some of the
operations performed by the electronic device.

[0019] Another embodiment provides a method for provid-
ing an update to a location. This method includes at least some
of the operations performed by the electronic device.

[0020] This Summary is provided merely for purposes of
illustrating some exemplary embodiments, so as to provide a
basic understanding of some aspects of the subject matter
described herein. Accordingly, it will be appreciated that the
above-described features are merely examples and should not
be construed to narrow the scope or spirit of the subject matter
described herein in any way. Other features, aspects, and
advantages of the subject matter described herein will
become apparent from the following Detailed Description,
Figures, and Claims.

BRIEF DESCRIPTION OF THE FIGURES

[0021] FIG.1 is a block diagram illustrating a system with
electronic devices communicating in accordance with an
embodiment of the present disclosure.

[0022] FIG.2 is a drawing illustrating maintained associa-
tions and dynamic connections among the electronic devices
in FIG. 1 in accordance with an embodiment of the present
disclosure.

[0023] FIG. 3 is a flow diagram illustrating a method for
providing a message in accordance with an embodiment of
the present disclosure.

[0024] FIG. 4is a drawing illustrating account setup on one
of the electronic devices in FIG. 1 in accordance with an
embodiment of the present disclosure.

[0025] FIG. 5 is a drawing illustrating communication
among the electronic devices in FIG. 1 in accordance with an
embodiment of the present disclosure.

[0026] FIG. 6 is a flow diagram illustrating a method for
communicating a message in accordance with an embodi-
ment of the present disclosure.

[0027] FIG.7 is ablock diagram illustrating authentication
circuits in two of the electronic devices of FIG. 1 in accor-
dance with an embodiment of the present disclosure.

[0028] FIG. 8 is a drawing illustrating communication
among the electronic devices in FIG. 1 in accordance with an
embodiment of the present disclosure.

[0029] FIG. 9 is a flow diagram illustrating a method for
communicating a message in accordance with an embodi-
ment of the present disclosure.
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[0030] FIG. 10 is a drawing illustrating communication
among the electronic devices in FIG. 1 in accordance with an
embodiment of the present disclosure.

[0031] FIG. 11 is a flow diagram illustrating a method for
providing an update to a location in accordance with an
embodiment of the present disclosure.

[0032] FIG. 12 is a drawing illustrating communication
among the electronic devices in FIG. 1 in accordance with an
embodiment of the present disclosure.

[0033] FIG. 13 is a block diagram illustrating one of the
electronic devices of FIG. 1 in accordance with an embodi-
ment of the present disclosure.

[0034] Note that like reference numerals refer to corre-
sponding parts throughout the drawings. Moreover, multiple
instances of the same part are designated by a common prefix
separated from an instance number by a dash.

DETAILED DESCRIPTION

[0035] Ina group of described embodiments, an electronic
device in a device-to-device network of a user of the elec-
tronic device communicates with a group of one or more other
instances of the electronic via dynamic connections that are
based on pre-established and maintained (i.e., long-lived)
associations in the device-to-device network. Moreover, a
given dynamic connection between the electronic device and
a given instance of the electronic device in the group is setup
by the electronic device without assistance of a computer in
another network (such as the Internet), which conveys the
communication within the group. During operation, the elec-
tronic device: detects a change to a location of the electronic
device in the other network; and communicates a message
with the update to the location to a second user in the device-
to-device network who is associated with a second instance of
the electronic device in the group at a second location speci-
fied by one of the associations.

[0036] By selectively updating the other users in the
device-to-device network about changes in the location of the
electronic device in the other network without requiring the
use of an external server (i.e., by performing the functions of
apersonal Domain Name System), this communication tech-
nique may allow the users in the device-to-device network to
securely exchange content with each other in a controlled
manner. [n particular, the users may control who has access to
the information that they publish in the device-to-device net-
work, which allows the users to avoid the problems associated
with existing social networks, cloud-based storage and other
online applications. Thus, the users may restrict or eliminate
the ability of third parties (such as marketing firms, advertis-
ers and, more generally, data-mining firms) to access or
obtain the users’ private or privileged content. Consequently,
the electronic device may improve user security and privacy,
which may increase the user experience when using the elec-
tronic device and exchanging content with the other users in
the device-to-device network.

[0037] In the discussion that follows the instances of the
electronic device may include radios and, more generally,
interface circuits that communicate packets or frames in
accordance with one or more communication protocols, such
as: an Institute of Electrical and Electronics Engineers (IEEE)
802.11 standard (which is sometimes referred to as ‘Wi-Fi®,”
from the Wi-Fi® Alliance of Austin, Tex.), Bluetooth® (from
the Bluetooth Special Interest Group of Kirkland, Wash.), a
cellular-telephone communication protocol, another type of
wireless interface, a wired network communication protocol
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(e.g., Ethernet, Ethernet II or an IEEE 802.3 standard, which
are individually or collectively henceforth referred to as ‘Eth-
ernet’) and/or another network communication protocol. For
example, the cellular-telephone communication protocol
may include or may be compatible with: a 2" generation or
mobile telecommunication technology, a 4™ generation of
mobile telecommunications technology (such as a communi-
cation protocol that complies with the International Mobile
Telecommunications-2000 specifications by the Interna-
tional Telecommunication Union of Geneva, Switzerland), a
4" generation of mobile telecommunications technology
(such as a communication protocol that complies with the
International Mobile Telecommunications Advanced specifi-
cation by the International Telecommunication Union of
Geneva, Switzerland), and/or another cellular-telephone
communication technique. In some embodiments, the com-
munication protocol includes Long Term Evolution or LTE.
However, a wide variety of communication protocols may be
used. In addition, the communication may occur via a wide
variety of frequency bands. In the discussion that follows,
Ethernet (which is sometimes referred to as a ‘non-wireless
communication technique’) is used as an illustrative example.

[0038] Communication among electronic devices is shown
in FIG. 1, which presents a block diagram illustrating a sys-
tem that includes a group with multiple instances of an elec-
tronic device (such as electronic devices 110), access devices
114 (such as computers portable electronic devices, e.g., cel-
Iular telephones, etc.) and computer 118 that communicate
with each other using wired (or non-wireless communication)
via network(s) 116 (such as the Internet) and/or optional
wireless communication via a cellular-telephone network, a
wireless local area network and/or a another wireless com-
munication technique. In particular, electronic devices 110
may be associated (e.g., related to, used by, owned by, etc.)
with users in device-to-device network 112. Electronic
devices 110 may communicate messages that include content
or information with each other via network(s) 116. For
example, the content may include: text, audio, music, photo-
graphs, video, presentations, documents, etc. In some
embodiments, the content includes embedded content, such
as a pointer or a link to a location where the content can be
accessed. In addition, the users may access the messages
(and, thus, the content or information) on electronic devices
110 using access devices 114 via wired communication via a
cable or link and/or optional wireless communication.

[0039] During the optional wireless communication, elec-
tronic devices 110 and/or access devices 114 may: transmit
advertising frames on wireless channels, detect one another
by scanning wireless channels, establish wireless connec-
tions (for example, by transmitting association requests), and/
or transmit and receive packets or frames (which may include
the association requests and/or additional information as pay-
loads, such as messages with content or pointers to locations
where the content can be accessed, etc.). Moreover, during the
wired communication, electronic devices 110 may: receive
packets or frames using a wired communication technique or
protocol (e.g., Ethernet II or an IEEE 802.3 standard); convert
the packets or frames to a WLAN communication technique
or protocol (such as an IEEE 802.11 standard or an LTE
standard); and transmit the packets or frames. Similarly, elec-
tronic devices 110 may: receive packets or frames using the
WLAN communication technique; convert the packets or
frames to the wired communication technique; and transmit
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the packets or frames. Thus, electronic devices 110 may per-
form the functions of an access point.

[0040] As described further below with reference to FIG.
13, electronic devices 110, access devices 114 and computer
118 may include subsystems, such as: a networking sub-
system, a memory subsystem and a processor subsystem. In
addition, electronic devices 110 and access devices 114 may
include radios 120 in the networking subsystems. (Note that
radios 120 may be instances of the same radio or may be
different from each other.) More generally, electronic devices
110 and access devices 114 can include (or can be included
within) any electronic devices with the networking sub-
systems that enable electronic devices 110 and access devices
114 to communicate with each other using wired communi-
cation (e.g., a non-wireless or wired communication tech-
nique) and/or optional wireless communication. The optional
wireless communication can comprise transmitting adver-
tisements on wireless channels to enable electronic devices to
make initial contact or detect each other, followed by
exchanging subsequent data/management frames (such as
association requests and responses) to establish a wireless
connection, configure security options (e.g., Internet Protocol
Security), and transmit and receive packets or frames via the
wireless connection, etc.

[0041] As can be seen in FIG. 1, wireless signals 122 (rep-
resented by a jagged line) are optionally transmitted from
radio 120-1 in electronic device 110-1. These wireless signals
are optionally received by at least access device 114-1. In
particular, electronic device 110-1 may optionally transmit
packets. In turn, these packets may be optionally received by
a radio 120-5 in access device 114-1. This may allow elec-
tronic device 110-1 to wirelessly communicate information
to access device 114-1. While FIG. 1 illustrates electronic
device 110-1 transmitting packets, note that electronic device
110-1 may also receive packets from access device 114-1.
[0042] In the described embodiments, processing of a
packet or frame in electronic devices 110 and/or access
devices 114 includes: receiving signals (such as wireless sig-
nals 122) with the packet or frame; decoding/extracting the
packet or frame from the received signals to acquire the
packet or frame; and processing the packet or frame to deter-
mine information contained in the packet or frame (such as
the information or content associated with or included in a
message).

[0043] Note that the communication among electronic
devices 110, access devices 114 and/or computer 118 may be
characterized by a variety of performance metrics, such as: a
data rate, a data rate for successful communication (which is
sometimes referred to as a ‘throughput’), an error rate (such
as a retry or resend rate), a mean-square error of equalized
signals relative to an equalization target, intersymbol inter-
ference, multipath interference, a signal-to-noise ratio, a
width of an eye pattern, a ratio of number of bytes success-
fully communicated during a time interval (such as 1-10s) to
an estimated maximum number of bytes that can be commu-
nicated in the time interval (the latter of which is sometimes
referred to as the ‘capacity’ of a channel or link), and/or a ratio
of an actual data rate to an estimated data rate (which is
sometimes referred to as ‘utilization’).

[0044] However, as noted previously, in general the com-
munication in network(s) 116 with cloud-based storage and/
or with social-network applications implemented in the envi-
ronment of network(s) 116 may not be secure, and the
information stored in and/or exchanged via these applications
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may be accessed for purposes of marketing, advertising and/
or data mining. In order to address this problem while allow-
ing the users to exchange information with each other, elec-
tronic devices 110 may be included in secure and distributed
device-to-device network 112 that is controlled by the user.

[0045] In particular, as noted previously, a given electronic
device (such as electronic device 110-1) may be associated
with at least a particular user. (However, note that the given
electronic device may host up to N users, who may be inup to
N independent device-to-device networks, where N is an
integer) As described further below with reference to FIG. 4,
the user may establish an account on electronic device 110-1
via one of access devices 114 (such as access device 114-1).
(Note that the instances of the electronic device may be
remotely accessed via a web-browser interface.) In response,
electronic device 110-1 may generate an encryption key that
is associated with the user. (Alternatively, electronic device
110-1 may assign a predetermined encryption key to the
user.) This encryption key may function as an identifier for the
user in device-to-device network 112. Note that the encryp-
tion key may be: a symmetric encryption key, an asymmetric
encryption key (such as public and a private encryption keys)
and/or a key that is derived from or based on the encryption
key (such as a symmetric encryption key that is encrypted
using the public encryption key). Then, electronic device
110-1 may generate a device-access key (or may assign a
predetermined device-access key) that is specific to access
device 114-1, and may provide or communicate the device-
access key to access device 114-1. Subsequently, when the
user attempts to access the account on electronic device 110-1
via access device 114-1, access device 114-1 may use the
device-access key to authenticate with electronic device 110-
1. Note that the device-access key may include an asymmetric
key, such as a secure-shell public encryption key.

[0046] In some embodiments, the user may want to add
another access device (such as access device 114-2). In these
embodiments, electronic device 110-1 may generate and pro-
vide a token to access device 114-1. Access device 114-1 may
forward the token and the location of electronic device 110-1
(such as the IP address, or equivalently a fully qualified
domain name, and the communication port) to access device
114-2. Then, access device 114-2 may submit the tokenand a
second device-access key (which electronic device 114-2
generates or access, 1.¢., the second device-access key may be
predetermined). If electronic device 110-1 determines that
the token is valid, then electronic device 110-1 may authorize
the device-access key so the user can access their account on
electronic device 110-1 via access device 114-2. Alterna-
tively, when access device 114-2 submits the token to elec-
tronic device 110-1, electronic device may generate or access
the second device-access key, which is then provided to
access device 114-2.

[0047] After establishing their account, the user may then
invite other users of other instances of electronic devices 110
to join their device-to-device network 112. As described fur-
ther below with reference to FIGS. 9 and 10, the user may use
access device 114-1 to provide, to electronic device 110-1, an
address (such as email address) associated with a second user
of a second instance of the electronic device in the group
(such as electronic device 110-2). Next, electronic device
110-1 may provide a message to the address inviting the
second user to join device-to-device network 112. This mes-
sage may include the encryption key associated with the user
(such as a public encryption key of the user) and a location of
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electronic device 110-1 (e.g., an IP address in network(s) 116
and a number or an identifier of a port in electronic device
110-1). In particular, electronic device 110-1 or access device
114-1 may communicate the message to electronic device
110-2, another access device associated with the second user
(such as access device 114-3) or a server that manages a
communication account of the second user (such as an email
server) using a different communication channel than device-
to-device network 112 (e.g., via out-of-band communication,
such as an email or a text message). Note that the second user
may verify the user using out-of-band communication. For
example, the second user may contact a friend or another user
in device-to-device network 112 to verify the user.

[0048] Ifelectronic device 110-1 receives a response to the
message from the second user accepting the invitation (such
as a response from electronic device 110-2 or access device
114-3, which may occur when the second user clicks on or
activates a link in the message with the invitation), electronic
device 110-1 may verify the second user. For example, the
response may include a second encryption key associated
with the second user (which was generated or assigned by
electronic device 110-2 when the second user set up or estab-
lished their account on electronic device 110-2) and a second
location of electronic device 110-2 (such as another IP
address in network(s) 116 and a number or an identifier of a
communication port in electronic device 110-2), and the sec-
ond user may be verified based on the second encryption key
(such as based on a portion of the second encryption key or
based on a value derived from the second encryptionkey, e.g.,
avalue generated by a applying a hash function to the second
encryption key). In particular, the verification may be per-
formed by another user in device-to-device network 112
(such as a friend) and/or by a third party (e.g., based on a
credit card or, more generally, based on a financial instrument
of the second user). Thus, the verification may also be per-
formed out-of-band or using a different channel than the
communication in device-to-device network 112. Once the
second user is verified, electronic device 110-1 may establish
a new maintained association with electronic device 110-2 in
device-to-device network 112. Note that maintaining an asso-
ciation may include storing in memory on electronic device
110-1 the second encryption key of the second user and the
second location of electronic device 110-2. In the discussion
that follows, a ‘maintained association’ includes credentials
(such as encryption keys) and locations that allow a given pair
of'electronic devices 110 to establish a dynamic ‘connection’
(such as a connection using a TCP/IP protocol), which the
given pair can use to communicate information with each
other.

[0049] Inthis way, the user of electronic device 110-1 may
send invitations to multiple users to build up device-to-device
network 112. Because there may be multiple invitations
pending at a given time, electronic device 110-1 may include
a particular transaction identifier in a given invitation, which
may be included in a given response so that the user can
determine to which invitation the given response is related.
Note that each of the other users in device-to-device network
112 may be a node in their own separate device-to-device
network (such as device-to-device network 124), which at
least partially overlap because these device-to-device net-
works may share one or more of the users. Thus, electronic
devices 110 may allow the users to establish their own, private
device-to-device networks in a controlled manner so the users
can continue to enjoy the benefits of network(s) 116 (such as
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the easy access and high-bandwidth communication), while
allowing the user to protect their privacy and the privacy of the
information they exchange with the other users via the
device-to-device networks.

[0050] As described further below with reference to FIGS.
3 and 5, when the user wants to communicate or exchange
content with one or more other users, the user may use elec-
tronic device 114-1 to provide the content to electronic device
110-1. In response, electronic device 110-1 may generate a
message by encrypting the content or a pointer to a location
where the content can be accessed using the encryption key of
the user. In addition, electronic device 110-1 may optionally
digitally sign the message to authenticate its validity and
integrity by allowing tampering to be detected. Then, elec-
tronic device 110-1 may use the pre-established and main-
tained associations with one or more of the other instances of
the electronic device (such as electronic device 110-2) to
provide the message to electronic device 110-2. For example,
the pre-established and maintained association with elec-
tronic device 110-2 may specify the location in network(s)
116 of electronic device 110-2. As shown in FIG. 2, which
presents a drawing illustrating maintained associations and
dynamic connections among electronic devices 110 (FIG. 1),
electronic device 110-1 may use this location information, as
well as credentials for electronic device 110-2 (such as the
second encryption key of the second user, which is the iden-
tifier of the second user in device-to-device network 112 in
FIG. 1), to establish a dynamic connection with electronic
device 110-2. Note that the pre-established and maintained
association with electronic device 110-2 may be maintained
for longer time than the dynamic connection (i.e., the
dynamic connections in device-to-device network 112 may
be created and then broken on a short time scale relative to the
long-lived the pre-established and maintained associations
that are stored in memory in electronic devices 110). Refer-
ring back to FIG. 1, note that electronic device 110-1 may
establish the dynamic connection with electronic device
110-2 without the assistance of a computer in network(s) 116,
such as computer 118. (However, in other embodiments,
computer 118 may help facilitate establishing the dynamic
connection by providing the IP address of electronic device
110-2, but does not provide the second encryption key.)

[0051] Next, electronic device 110-1 provides the message
to electronic device 110-2 via the dynamic connection and
using the pre-established and maintained association between
electronic device 110-1 and 110-2 (which allow the user to be
authenticated by electronic device 110-2). For example, elec-
tronic device 110-1 may provide the message to the location
of electronic device 110-2 via network(s) 116, and the mes-
sage may include the encryption key or a value derived from
or based on the encryption key as an identifier of the user.
When the message is received, electronic device 110-2 may
provide an alert (such as an email or a text message) to access
device 114-3, so the second user is aware that they have
received a message.

[0052] Insome embodiments, electronic device 110-1 may
communicate messages to the users in device-to-device net-
work 112 via queues. In particular, there may be a queue
associated with each of the users. Messages for the users may,
therefore, be added to the appropriate queues. When a given
queue in non-empty, electronic device 110-1 may attempt to
communicate the messages in the queue to their recipient
instances of the electronic device. (More generally, if there
are pending outgoing messages in multiple queues, electronic
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device 110-1 may serially attempt to flush or process the
messages in these queues.) If, for some reason (such as a
power failure), a given message is not received by its intended
recipient instance of the electronic device (e.g., electronic
device 110-1 does not receive an acknowledgment message),
the given message may be maintained in the queue and elec-
tronic device 110-1 may continue to try to send the given
message until it is received (thereby guaranteeing successful
communication of the given message). After receiving con-
firmation that the given message was received, electronic
device 110-1 may delete the given message from the queue.

[0053] Inthis way, electronic device 110-1 may communi-
cate with electronic device 110-2 using point-to-point com-
munication (e.g., directly from electronic device 110-1 to
electronic device 110-2, although a message may be for-
warded by routers and servers in network(s) 116 without the
payload being extracted from a packet or frame associated
with the message). While the preceding example illustrated
communication between users of electronic devices 110-1
and 110-2, in other embodiments the second user may have an
account on electronic device 110-1, which is associated with
an independent device-to-device network from device-to-de-
vice network 112 (with the exception of the common mem-
bership of the second user in both of these device-to-device
networks).

[0054] While the preceding example illustrated direct or
point-to-point communication among electronic devices 110,
in some embodiments there is indirect communication. For
example, if a second user of electronic device 110-2 commu-
nicates a message to the user of electronic device 110-1 and a
third user of electronic device 110-3 (which is in device-to-
device network 124), when the user responds to the second
user, their response may be forwarded by electronic device
110-2 to electronic device 110-3 (even though electronic
device 110-3 is not in device-to-device network 112). This
capability may allow conversations to proceed normally
among the users, and may also facilitate discovery of addi-
tional users who may be invited to join device-to-device net-
work 112.

[0055] In addition to the authentication of the users based
on the encryption keys of the users when establishing the
associations, the instances of the electronic device in FIG. 1
may also be authenticated, thereby adding another layer of
security in the communication technique. As described fur-
ther below with reference to FIGS. 6-8, each instance of the
electronic device may include an authentication circuit (such
as an authentication chip). This authentication circuit may
authenticate that electronic device 110-2 is associated with a
provider (such as a manufacturer) of the electronic device. In
particular, when the user is adding the second user to device-
to-device network 112, after a time interval has elapsed (such
as every 30 min, hour or six hours), and/or whenever elec-
tronic device 110-1 communicates with another instance of
the electronic device, electronic device 110-1 may confirm
that electronic device 110-2 is from the same provider as
electronic device 110-1 using the authentication circuit. For
example, electronic device 110-1 may provide a challenge to
electronic device 110-2. In response, electronic device 110-2
may generate an encoded version of the challenge using an
instance of the authentication circuit in electronic device
110-2, and the encoded version of the challenge may be
provided to electronic device 110-1. Then, electronic device
110-1 may generate another encoded version of the challenge
using an instance of the authentication circuit in electronic
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device 110-1, and electronic device 110-1 may compare the
encoded version and the other encoded version to confirm that
electronic device 110-2 is associated with the provider of the
electronic device.

[0056] In an exemplary embodiment, the authentication
circuit uses a hash function (such as SHA-256) and an iden-
tification number that is specific to electronic device 110-2 or
an instance of the authentication circuit in electronic device
110-2 (such as a serial number or an identification number) to
generate an encoded version of a challenge. Electronic device
110-1 may have the identification numbers for the electronic
devices in device-to-device network 112 (e.g., these identifi-
cation numbers may be exchanged during the association
process), and electronic device 110-1 may generate multiple
other encoded versions of the challenge using the different
identification numbers to confirm that one of the other
encoded versions of the challenge matches the encoded ver-
sion of the challenge received from electronic device 110-2.
(Note that the use of the identification number may prevent an
instance of the electronic device being used to provide
encoded versions of a challenge to other electronic devices
that are not associated with the provider of the electronic
device. For example, each of electronic devices 110 may
maintain a ‘white list” of allowed identification numbers or a
‘black list” of non-allowed identification numbers, and the
white list and/or the black list may be regularly updated by a
provider of electronic devices 110.) More generally, the
authentication circuit implements a coding technique (such as
an encryption technique). In some embodiments, the
instances of the authentication circuit include a set of coding
techniques (such as 32 different hash functions) and, at any
given time, a common setting that specifies one of the coding
techniques is distributed to electronic devices 110, so that
they all use the same coding technique in their instances of the
authentication circuit.

[0057] Furthermore, electronic devices 110 may also main-
tain the associations by updating each other regarding any
changes to the locations of electronic devices 110 (such as
changes to their J) addresses and/or changes to their commu-
nication ports). As an analogy, electronic devices 110 may
each function as their own personal Domain Name System, so
that device-to-device network 112 is distributed and is not
dependent on location information that is centrally stored in
network(s) 116 (and, therefore, vulnerable to tampering,
denial of service attacks, etc.). In particular, as described
further below with reference to FIGS. 11 and 12, when elec-
tronic device 110-1 detects a change to a location of elec-
tronic device 110-1 in network(s) 116, electronic device
110-1 may communicate a message with an update to the
location (which is encrypted using the encryption key of the
user) to the other instances of the electronic device in device-
to-device network 112 and/or to the users of other instances of
electronic device in device-to-device network 112 (e.g., via
their access devices). A variety of techniques may be used to
detect the change in the location, such as: by poking a hole
through a firewall to determine the IP address of electronic
device 110-1; connecting to a point in network(s) 116 and
then tracing the route back to electronic device 110-1 (the first
external [P address may be the IP address of electronic device
110-1); asking a server to find the IP address of electronic
device 110-1; asking a router to provide the IP address of
electronic device 110-1; asking a third-party service to deter-
mine the IP address of electronic device 110-1; and/or, if
network(s) 116 is a public network (such as the Internet),
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determining the IP address of electronic device 110-1. In
some embodiments, the change in the location is detected
using: a Network Addressing Translation-Port Mapping pro-
tocol, a Universal Plug and Play protocol, and/or a Hairpin
Network Addressing Translation protocol. Note that the
updates may be provided via device-to-device network 112
and/or or a different communication channel than device-to-
device network 112 (such as via email or a text message). In
some embodiments, the update is communicated to the users
by a third party, who is other than one of the users.

[0058] If communication of a message with the message
with the update to one of electronic devices (such as elec-
tronic device 110-2) fails, electronic device 110-1 may pro-
vide may provide message with the update to the location to
a trusted computer or server in network(s) 116 (such as com-
puter 118). Then, the second user (or electronic device 110-2)
may access the message with the update on the trusted com-
puter. In this way, electronic devices 110 may obtain updates
to the locations even if one or more of electronic devices 110
are temporarily unable to communicate with each other (such
as when there is a power failure). Alternatively or addition-
ally, if communication with one of electronic devices (such as
electronic device 110-2) fails for a time interval (such as 1
min, 10 min, 30 min, 1 hr., etc.), electronic device 110-1 may
access the trusted computer in network(s) 116 and may obtain
a message with an update to a location of electronic device
110-2 (which may be encrypted using the encryption key of
the second user) that was posted by electronic device 110-1
and that is stored on the trusted computer. Note that electronic
device 110-1 may identify the message with the update to the
location of electronic device 110-2 based on the encryption
key of the second user (which may be used to look up or
search for this message). In some embodiments, if commu-
nication with one of electronic devices (such as electronic
device 110-2) fails for the time interval, electronic device
110-1 may poll one of more of the other instances of the
electronic device in the group to determine an update to the
second location. In particular, in response to update requests
from electronic device 110-1, the other instances of the elec-
tronic device in the group may provide the location informa-
tion of electronic device 110-2 that is stored in the pre-estab-
lished and maintained associations. Then, electronic device
110-2 may use the location specified in the location informa-
tion from the majority of electronic devices 110 or electronic
device 110-2 may try all of the locations in the location
information from the other instances of the electronic device.
[0059] In these ways, the communication technique may
provide a robust, secure and decentralized device-to-device
network that the users can user to communicate with each
other while protecting their privacy and the privacy of the
information they exchange via the device-to-device network.
[0060] Although we describe the network environment
shown in FIG. 1 as an example, in alternative embodiments,
different numbers or types of electronic devices may be
present. For example, some embodiments comprise more or
fewer electronic devices. As another example, in another
embodiment, different electronic devices are transmitting
and/or receiving packets or frames. While electronic devices
110 and access devices 114 are illustrated with a single
instance of radios 120, in other embodiments electronic
devices 110 and/or access devices 114 may include multiple
radios.

[0061] FIG. 3 presents a flow diagram illustrating a method
300 for providing a message, which may be performed by an
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electronic device, such as electronic device 110-1 (FIG. 1).
During operation, the electronic device receives content from
a user (operation 316). Then, after optionally accessing an
encryption key associated with the user that is stored in
memory, the electronic device generates the message (opera-
tion 318) based on the content, where generating the message
involves encrypting the content based on the encryption key.
Moreover, the electronic device provides, via an interface
circuit in the electronic device, the message (operation 320)
to at least a second instance of the electronic device in a group
of one or more other instances of the electronic device in a
device-to-device network of a user of the electronic device.
Note that the second instance of the electronic device may be
associated with a second user in the device-to-device net-
work, and the second instance of the electronic device may be
at a location specified by a pre-established and maintained
association between the electronic device and the second
instance of the electronic device. Furthermore, the associa-
tion may be maintained for longer time than the dynamic
connection. Additionally, the providing may involve at least a
dynamic connection that is based on the association and that
is set up by the electronic device without assistance of a
computer in another network, which conveys the communi-
cation between the electronic device and the second instance
of the electronic device via at least a non-wireless communi-
cation technique.

[0062] Insomeembodiments, priorto receiving the content
(operation 316), the electronic device optionally establishes
an account for the user (operation 310) on the electronic
device, where establishing the account includes generating
the encryption key. Moreover, the user may establish the
account via an access device. Consequently, wherein estab-
lishing the account (operation 310) may optionally include:
generating a device-access key (operation 312) that is specific
to the access device and that is used to authenticate the access
device, which allows the user to access the account on the
electronic device via the access device; and providing, via the
interface circuit, the device-access key (operation 312) to the
access device.

[0063] These later operations are illustrated in FIG. 4,
which presents a drawing illustrating account setup on the
electronic device. In particular, when the user establishes
their account on electronic device 110-1, electronic device
110-1 may generate an identifier 410 for the user, such as the
encryption key. Moreover, electronic device 110-1 may gen-
erate or select device-access key 412 (from one or more
predetermined device-access keys stored on electronic device
110-1), which is then provided to access device 114-1. This
device-access key may be used to authenticate access device
114-1 during subsequent attempts to access the account using
access device 114-1.

[0064] If the user wants to add additional access devices
(such as access device 114-2), electronic device 110-1 may
generate and provide a token 414 to access device 114-1.
Then, access device 114-1 may provide token 414, as well as
the location of electronic device 110-1 (such as the IP address
in network(s) 116 in FIG. 1 and the communication port).
Next, access device 114-2 may provide the token to electronic
device 110-1 along with device-access key 416 (which may
be generated or selected from one or more predetermined
device-access keys stored on access device 114-2). Electronic
device 110-1 may confirm that token 414 is valid and may
authorize access device 114-2 to subsequently access the
account via access device 114-2 using device-access key 416
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for authentication. Alternatively, access device 114-2 may
provide the token to electronic device 110-1, and electronic
device 110-1 may generate or select device-access key 416,
which is then provided to access device 114-2.

[0065] Insomeembodiments, electronic device 110-1 gen-
erates a recovery key 418, which is provided to access device
114-1. The user of access device 114-1 may store recovery
key 418 in off-line memory (such as USB memory stick), on
a trusted computer (such as computer 118 in FIG. 1), and/or
on one or more other instances of the electronic device (i.e.,
with one or more of the other users in the device-to-device
network). This recovery key may allow the user to access the
account in the event that the user loses or forgets their cre-
dentials (such as an account identifier, which may be the
encryption code of the user, and the associated password).
[0066] Referring back to FIG. 3, prior to providing the
message (operation 320), the electronic device optionally
confirms (operation 314) that the second instance of the elec-
tronic device is associated with a provider of the electronic
device. For example, as described further below with refer-
ence to FIG. 7, authentication circuits may be used to encode
a challenge from the electronic device to the second instance
of the electronic device.

[0067] Embodiments of the communication technique are
further illustrated in FIG. 5, which presents a drawing illus-
trating communication among electronic device 110-1,
access device 114-1 and electronic device 110-2. In particu-
lar, the user may interact with a user-interface device 510
(such as a keyboard, a user interface displayed on a touch-
sensitive display, etc.) to provide set-up command 512, which
is communicated to processor 514 and interface circuit 516.
Then, set-up command 512 is provided to electronic device
110-1.

[0068] After interface circuit 518 receives set-up command
512, processor 520 may generate encryption key 522, which
is stored in memory 524. In addition, processor 520 may
generate device-access key 526, which is provided to access
device 114-1, via interface circuits 518 and 516. Subse-
quently, processor 514 may store device-access key 526 in
memory 528. (As described further below with reference to
FIGS. 9 and 10, the user may then invite one or more other
users of electronic device 110-1 or other instances of the
electronic device to join their device-to-device network.)
[0069] When the user provides content 530 via user-inter-
face device 510, processor 514 and then interface circuit 516
provide this content to electronic device 110-1.

[0070] Afterinterface circuit 518 receives content 530, pro-
cessor 520 generates message 532 based on content 530, and
using encryption key 522 that is stored in memory 528. Next,
interface circuit 518 provides message 532 to at least another
instance of the electronic device, such as electronic device
110-2.

[0071] FIG. 6 presents a flow diagram illustrating a method
600 for communicating a message, which may be performed
by an electronic device, such as electronic device 110-1 (FIG.
1). During operation, the electronic device confirms that a
second instance of the electronic device in a group is associ-
ated with a provider (operation 610) of the electronic device,
where the second instance of the electronic device is associ-
ated with a second user in a device-to-device network, and the
group includes one or more other instances of the electronic
device in a device-to-device network of a user of the elec-
tronic device. Then, the electronic device communicates,
when the association is confirmed (operation 610), the mes-



US 2016/0261569 Al

sage to the second instance of the electronic device (operation
612) at a location specified by a pre-established and main-
tained association between the electronic device and the sec-
ond instance of the electronic device. Note that the associa-
tion may be maintained for longer time than the dynamic
connection. Moreover, the communicating may involve at
least a dynamic connection that is based on the association
and that is set up by the electronic device without assistance
of' a computer in another network, which conveys the com-
munication between the electronic device and the second
instance of the electronic device via at least a non-wireless
communication technique.

[0072] FIG. 7 presents a block diagram illustrating authen-
tication circuits 710 in two of electronic devices 110 (FIG. 1).
These authentication circuits may implement a coding tech-
nique (such as a hash function, e.g., SHA-256, and/or an
encryption technique) that is used to encode a challenge 708
(such as a random or a pseudorandom number) that is
exchanged between electronic device 110-1 and electronic
device 110-2. In particular, electronic device 110-1 may pro-
vide challenge 708 to electronic device 110-2. Then, using
authentication circuit 710-1, electronic device 110-1 may
generate an encoded version 712 of challenge 708. Moreover,
using authentication circuit 710-2, electronic device 110-2
may generate an encoded version 714 of challenge 708,
which is provided to electronic device 110-1. After receiving
encoded version 714 from electronic device 110-2, electronic
device 110-1 may compare encoded version 712 and encoded
version 714 using control logic 716 (such as an integrated
circuit or a processor executing a program module) to confirm
that electronic device 110-2 is associated with a provider of
electronic device 110-1 (such as a manufacturer of electronic
device 110-1).

[0073] Insomeembodiments, encoded version 714 may be
generated using the coding technique, challenge 708 and an
identification number of authentication circuit 710-2 and/or
electronic device 110-2. In these embodiments, electronic
device 110-1 may determine, based on encoded version 714,
the identification number. For example, electronic device
110-1 may generate multiple encoded versions of challenge
708 using authentication circuit 710-1 and a set of allowed
identification numbers (in a ‘white list’) or a set of non-
allowed identification numbers (in a so-called ‘black list”).
Then, electronic device 110-1 may verify that communica-
tion with electronic device 110-2 is allowed. For example, if
encoded version 714 matches an encoded version of the chal-
lenge generated using an identification number on a white list
or does not match any of the encoded versions of the chal-
lenge generated using identification numbers on a black list,
the communication may be allowed.

[0074] Embodiments of the communication technique are
further illustrated in FIG. 8, which presents a drawing illus-
trating communication between electronic devices 110-1 and
110-2. In particular, processor 520 in electronic device 110-1
may instruct interface circuit 518 to provide a challenge 708
to electronic device 110-2. Then, processor 520 may instruct
authentication circuit 710-1 to generate encoded version 712
of challenge 708.

[0075] After interface circuit 810 receives challenge 708,
processor 812 may instruct authentication circuit 710-2 to
generate encoded version 714 of challenge 708. Then, pro-
cessor 812 may instruct interface circuit 810 to communicate
encoded version 714 to electronic device 110-1.
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[0076] Next, after interface circuit 518 receives encoded
version 714, processor 520 may compare 814 encoded ver-
sions 712 and 714 to determine if electronic device 110-1 is
authorized to communicate with electronic device 110-2 in
the device-to-device network. If yes, electronic device 110-1
may be authorized 816 to communicate with electronic
device 110-2.

[0077] FIG. 9 presents a flow diagram illustrating a method
900 for communicating a message, which may be performed
by an electronic device, such as electronic device 110-1 (FIG.
1). During operation, the electronic device receives an
address associated with a second user (operation 910) of a
second instance of the electronic device in a group of one or
more other instances of the electronic device in a device-to-
device network of a user of the electronic device, where
communication between the electronic device and the group
may be via dynamic connections that are based on pre-estab-
lished and maintained associations in the device-to-device
network, and the associations may be maintained for longer
time than the dynamic connections. Moreover, a given
dynamic connection between the electronic device and a
given instance of the electronic device in the group may be
setup by the electronic device without assistance of a com-
puter in another network, which conveys the communication
between the electronic device and the given instance of the
electronic device via at least a non-wireless communication
technique. Then, after optionally accessing an encryption key
associated with the user that is stored in memory, the elec-
tronic device provides, via an interface circuit in the elec-
tronic device, a message to the address (operation 912) invit-
ing the second user to join the device-to-device network,
where the invitation message includes the encryption key and
a location of the electronic device. Next, the electronic device
receives, via the interface circuit, a response to the message
(operation 914) from the second user accepting the invitation,
where the response includes a second encryption key associ-
ated with the second user and a second location of the second
instance of the electronic device. Furthermore, the electronic
device verifies the second user (operation 916) based on the
second encryption key. Additionally, the electronic device
establishes a new maintained association (operation 918)
with the second instance of the electronic device in the
device-to-device network, where the new maintained asso-
ciation specifies a location of the second instance of the
electronic device.

[0078] Note that, in some embodiments, receiving the
response to the message (operation 914) and verifying the
second user (operation 916) are performed by the user on an
access device, and may involve communication via an out-
of-band communication channel and/or a different commu-
nication technique that those associated with or used in the
device-to-device network.

[0079] Embodiments of the communication technique are
further illustrated in FI1G. 10, which presents a drawing illus-
trating communication among electronic devices 110-1,
access device 114-1 and access device 114-3. In particular,
the user may interact with a user-interface device 510 (such as
a keyboard, a user interface displayed on a touch-sensitive
display, etc.) to provide an address 1010 associated with a
second user of electronic device 110-2 (FIG. 1), which is
communicated to processor 514 and interface circuit 516.
Then, address 1010 is provided to electronic device 110-1.
[0080] After interface circuit 518 receives address 1010,
processor 520 may generate a message 1012 with an invita-
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tion and that includes encryption key 522 and a location 1014
of electronic device 110-1, both of which are stored in
memory 524. In addition, processor 520 may instruct inter-
face circuit 518 to provide message 1012 to access device
114-3.

[0081] An interface circuit in access device 114-3 may
receive message 1012, and a processor in access device 114-3
may notify the second user. When the second user opens
message 1012 via a user-interface device in access device
114-3, the second user may accept the invitation. For
example, the second user may click on or activate a link in
message 1012. In response, the processor may instruct the
interface circuit to provide response 1016 to electronic device
101-1. Note that response 1016 may include an encryption
key associated with the second user and a location of elec-
tronic device 110-2, both of which are stored in memory in
access device 114-3.

[0082] Interface circuit 518 may provide response 1016 to
processor 520. Then, processor 520 may verify 1018 the
second user based on the encryption key associated with the
second user. For example, verification 1018 may be per-
formed by: the user on access device 114-1 (and, thus, may
involve communication between electronic device 110-1 and
access device 114-1 or the user and access device 114-1),
another user of another instance of the electronic device in the
device-to-device network (and, thus, may involve communi-
cation between electronic device 110-1 and another access
device associated with the other user or the user and the other
access device), and/or a third party (which may involve com-
munication between electronic device 110-1 and the third
party). Thus, verification 1018 may involve communication
in the device-to-device network and/or outside of the device-
to-device network.

[0083] After verifying 1018 the second user, processor 520
may establish a new maintained association 1020 with elec-
tronic device 110-2 (FIG. 2). This association 1020 may
include the encryption key of the second user (i.e., encryption
key 1022) and the location of electronic device 110-2 (i.e.,
location 1024), both of which are stored in memory 524.

[0084] FIG. 11 presents a flow diagram illustrating a
method 1100 for providing an update to a location, which
may be performed by an electronic device, such as electronic
device 110-1 (FIG. 1). During operation, the electronic device
detects, via an interface circuit in the electronic device, a
change to the location of the electronic device (operation
1110) in another network, where the electronic device may
communicate with a group of one or more other instances of
the electronic device via dynamic connections that are based
on pre-established and maintained associations in a device-
to-device network of a user of the electronic device, and the
associations may be maintained for longer time than the
dynamic connections. Moreover, a given dynamic connection
between the electronic device and a given instance of the
electronic device in the group may be setup by the electronic
device without assistance of a computer in the other network,
which conveys the communication between the electronic
device and the given instance of the electronic device via at
least a non-wireless communication technique. Then, the
electronic device provides, via the interface circuit, a message
with the update (operation 1112) to the location to a second
user in the device-to-device network who is associated with a
second instance of the electronic device in the group at a
second location specified by one of the associations.
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[0085] Insome embodiments, when communication of the
message to the second instance of the electronic device fails
(operation 1114), the electronic may perform an optional
remedial action (operation 1116). For example, the electronic
device may optionally provide, via the interface circuit, the
message with the update to the location to a trusted computer
in the other network, where the message is encrypted using an
encryption key of the user. Alternatively or additionally, when
the communication with an instance of the electronic device
fails for a time interval, the electronic device may optionally
access a trusted computer in the other network and obtain
another message with an update to the location of the instance
of the electronic device stored on the trusted computer. In
some embodiments, when the communication with the
instance of the electronic device fails for the time interval, the
electronic device may optionally poll one of more of the other
instances of the electronic device in the group to determine an
update to the location of the instance of the electronic device.

[0086] Embodiments of the communication technique are
further illustrated in FI1G. 12, which presents a drawing illus-
trating communication among electronic device 110-1, elec-
tronic device 110-2 and computer 1222. In particular, proces-
sor 520 may detect 1212, via interface circuit 518, a change
1210 to the location of electronic device 110-1 in the other
network. For example, interface circuit 518 may: poke a hole
through a firewall to determine an IP address of electronic
device 110-1; connect to a point (such as a server) in the other
network and then tracing the route back to electronic device
110-1; requesting that a server find the IP address of elec-
tronic device 110-1; requesting that a router provide the 11P
address of electronic device 110-1; asking a third-party ser-
vice to determine the IP address of electronic device 110-1;
and/or, if the other network is a public network (such as the
Internet), determining the IP address of electronic device
110-1.

[0087] Then, processor 520 provides, via interface circuit
518, a message 1214 with the update to the location to a
second user in the device-to-device network who is associ-
ated with electronic device 110-2. For example, message
1214 may be provided to access device 114-3 (FIG. 1) and/or
to electronic device 110-2.

[0088] In some embodiments, when communication of
message 1214 with electronic device 110-2 fails 1216 (such
as when interface circuit 518 does not receive an acknowl-
edgment from electronic device 110-2 within an allotted
time), processor 520 may perform an optional remedial action
1218. For example, processor 520 may instruct interface cir-
cuit 518 to optionally provide message 1220 with the update
to the location to a trusted computer 1222 in the other net-
work, where the message is encrypted using an encryption
key of the user. Alternatively or additionally, when the com-
munication with electronic device 110-2 fails 1216 for a time
interval (such as at a time other than when electronic device
110-1 is attempting to communicate message 1214 to elec-
tronic device 110-2), processor 520 may instruct interface
circuit 518 to optionally access trusted computer 1222 and
obtain a message 1224 with an update to the location of
electronic device 110-2. In some embodiments, when the
communication with electronic device 110-2 fails 1216 for
the time interval (such as at a time other than when electronic
device 110-1 is attempting to communicate message 1214 to
electronic device 110-2), processor 520 may instruct inter-
face circuit 518 to optionally poll 1226 one of more of the
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other instances of the electronic device in the group to deter-
mine an update to the location of electronic device 110-2.
[0089] In some embodiments of the preceding methods,
there may be additional or fewer operations. Moreover, the
order of the operations may be changed, and/or two or more
operations may be combined into a single operation.

[0090] Inan exemplary embodiment, the electronic device
(which is sometimes referred to as a ‘homebase’) allows users
to share their personal information and media in a secure,
decentralized social network in which multiple individuals or
organizations (the nodes in the social network) interact with
each other by exchanging information or content (the inter-
connections or links in the social network). This secure,
decentralized social network allows the users to share their
lives with their friends, while simultaneously protecting
privileged and private information. Thus, the electronic
device may allow the users full control over who they
exchange information with, which allows the users to enjoy
the benefits of the online world with more choice over how
they share information about themselves with others.

[0091] Thecommunication technique may be implemented
using several components, including: the homebase, a social
network, and provider services from a provider of the home-
base. The homebase may perform the functions of a home
router, and may be the source of the online identity for a
particular user. In particular, the homebase may function as a
jukebox, a filing cabinet at home and online, and thus may be
aplace where a user stores their most-important information.
Consequently, the homebase may provide a central point for
storage and sharing, both inside the local network and
remotely.

[0092] The distributed social network gives users control
over what they share. In particular, the distributed social
network (which may be a specific embodiment of the device-
to-device network) may allow the users to exchange informa-
tion with each other (such as personal blogs that are organized
and discoverable by the users in a device-to-device network)
using a decentralized architecture.

[0093] The provider services include a framework of web
services that can provide infrastructure for multiple intercon-
nected homebases. For example, the provider services may
include Domain Name System tracking and management.
However, the provider services may not store files or file
catalogs on the associated servers. Instead, these servers may
provide basic user profiles for discoverability, and may allow
a central and consistent source for connections between
homebases.

[0094] The homebase may combine the functions of a net-
work-attached-storage device and cloud-based storage sys-
tem. Files stored on the homebased may be locally shared
and/or shared with a select group of friends (the other users in
the device-to-device network). However, sharing and stream-
ing of content may be restricted to connected or associated
profiles, not to the public at large.

[0095] One of the problems with many existing peer-to-
peer networks is that they are discoverable. Although many
consumers have consistent network connections, most do not
have permanent IP addresses. This may make it difficult for
users to point other users to their electronic devices without
centralized guidance or coordination. The distributed social
network in the communication technique addresses this prob-
lem by tracking, maintaining and, as needed, updating IP
addresses. When a homebase is first connected, it may relay
its address to the social-network service associated with the
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user’s account. Whenever, the local IP address changes, the
homebase may update the provider services. In addition, the
homebase may update the user’s selected connections via the
provider services. This may provide a foundation for a lay-
ered notification system that disseminates updates to the loca-
tions or addresses of the homebases in the distributed social
network.

[0096] For example, Larry, Moe and Curly may each have
homebase boxes. All three of these individuals may originally
find each other by logging into a web page associated with the
provider services and adding their friends. After the initial
associations are made, each user’s homebase may be updated
with any changes to the addresses of the other users. Thus,
when Larry updates his news feed, his homebase may directly
send Moe and Curly’s homebases his latest news. When
either of them logs into their accounts on their homebases,
their personalized news feed may already be downloaded
with the latest updates from their connections. Note that no
user content may reside on the web page or server associated
with the provider services. Instead, the data may be pushed
out from one homebase to another.

[0097] This layered approach may offer numerous advan-
tages. For example, because each homebase has a local copy
of the addresses of the other users in the device-to-device
network, direct communication is possible. This may provide
a foundation for other forms of communication, such as:
voice over Internet Protocol, video conferencing and/or mes-
saging. Note that all the communication between homebases
may be encrypted.

[0098] We now describe embodiments of an electronic
device. FIG. 13 presents a block diagram illustrating an elec-
tronic device 1300, such as one of electronic devices 110, one
of'access devices and/or computer 118 in FIG. 1. This elec-
tronic device includes processing subsystem 1310, memory
subsystem 1312, networking subsystem 1314, and authenti-
cation subsystem 1332. Processing subsystem 1310 includes
one or more devices configured to perform computational
operations. For example, processing subsystem 1310 can
include one or more microprocessors, application-specific
integrated circuits (ASICs), microcontrollers, program-
mable-logic devices, and/or one or more digital signal pro-
cessors (DSPs). One or more of these components in process-
ing subsystem are sometimes referred to as a ‘control
mechanism.’

[0099] Memory subsystem 1312 includes one or more
devices for storing data and/or instructions for processing
subsystem 1310 and networking subsystem 1314. For
example, memory subsystem 1312 can include dynamic ran-
dom access memory (DRAM), static random access memory
(SRAM), and/or other types of memory. In some embodi-
ments, instructions for processing subsystem 1310 in
memory subsystem 1312 include: one or more program mod-
ules or sets of instructions (such as program module 1322 or
operating system 1324), which may be executed by process-
ing subsystem 1310. Note that the one or more computer
programs may constitute a computer-program mechanism.
Moreover, instructions in the various modules in memory
subsystem 1312 may be implemented in: a high-level proce-
dural language, an object-oriented programming language,
and/or in an assembly or machine language. Furthermore, the
programming language may be compiled or interpreted, e.g.,
configurable or configured (which may be used interchange-
ably in this discussion), to be executed by processing sub-
system 1310.
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[0100] In addition, memory subsystem 1312 can include
mechanisms for controlling access to the memory. In some
embodiments, memory subsystem 1312 includes a memory
hierarchy that comprises one or more caches coupled to a
memory in electronic device 1300. In some of these embodi-
ments, one or more of the caches is located in processing
subsystem 1310.

[0101] In some embodiments, memory subsystem 1312 is
coupled to one or more high-capacity mass-storage devices
(not shown). For example, memory subsystem 1312 can be
coupled to a magnetic or optical drive, a solid-state drive, or
another type of mass-storage device. In these embodiments,
memory subsystem 1312 can be used by electronic device
1300 as fast-access storage for often-used data, while the
mass-storage device is used to store less frequently used data.
[0102] Networking subsystem 1314 includes one or more
devices configured to couple to and communicate on a wired
and/or wireless network (i.e., to perform network operations),
including: control logic 1316, interface circuits 1318 and
associated antennas 1320. (While FIG. 13 includes antennas
1320, in some embodiments electronic device 1300 includes
one or more nodes, such as nodes 1308, e.g., pads, which can
be coupled to antennas 1320. Thus, electronic device 1300
may or may not include antennas 1320.) For example, net-
working subsystem 1314 can include a Bluetooth networking
system, a cellular networking system (e.g., a 4G/4G network
such as UMTS, LTE, etc.), a universal serial bus (USB) net-
working system, a networking system based on the standards
described in IEEE 802.11 (e.g., a Wi-Fi networking system),
an Ethernet networking system, and/or another networking
system. Note that the combination of a given one of interface
circuits 1318 and at least one of antennas 1320 may constitute
a radio. In some embodiments, networking subsystem 1314
includes a wired interface, such as an Ethernet interface.
[0103] Networking subsystem 1314 includes processors,
controllers, radios/antennas, sockets/plugs, and/or other
devices used for coupling to, communicating on, and han-
dling data and events for each supported networking system.
Note that mechanisms used for coupling to, communicating
on, and handling data and events on the network for each
network system are sometimes collectively referred to as a
‘network interface’ for the network system. Moreover, in
some embodiments a ‘network’ between the electronic
devices does not yet exist. Therefore, electronic device 1300
may use the mechanisms in networking subsystem 1314 for
performing simple wireless communication between the
electronic devices, e.g., transmitting advertising or beacon
frames and/or scanning for advertising frames transmitted by
other electronic devices as described previously. In some
embodiments, networking subsystem 1314 includes queues
1330 that are associated with users of other instances of
electronic device 1300.

[0104] Authentication subsystem 1332 may include an
authentication circuit that implements a coding technique
(such as a current coding technique specified by a setting or
flag in operating system 1324.

[0105] Within electronic device 1300, processing sub-
system 1310, memory subsystem 1312, networking sub-
system 1314 and authentication subsystem 1332 are coupled
together using bus 1328. Bus 1328 may include an electrical,
optical, and/or electro-optical connection that the subsystems
can use to communicate commands and data among one
another. Although only one bus 1328 is shown for clarity,
different embodiments can include a different number or
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configuration of electrical, optical, and/or electro-optical
connections among the subsystems.

[0106] In some embodiments, electronic device 1300
includes a display subsystem 1326 for displaying information
on a display (such as the communication warning message),
which may include a display driver, an /O controller and the
display, such as a liquid-crystal display, a multi-touch touch-
screen (which is sometimes referred to as a touch-sensitive
display), etc.

[0107] Electronic device 1300 can be (or can be included
in) any electronic device with at least one network interface.
For example, electronic device 1300 can be (or can be
included in): a desktop computer, a laptop computer, a sub-
notebook/netbook, a server, a tablet computer, a smartphone,
a cellular telephone, a consumer-electronic device (such as a
television, a set-top box, audio equipment, video equipment,
etc.), a portable computing device, an access point, a router, a
switch, a network-attached-storage device, communication
equipment, test equipment, and/or another electronic device.
[0108] Although specific components are used to describe
electronic device 1300, in alternative embodiments, different
components and/or subsystems may be present in electronic
device 1300. For example, electronic device 1300 may
include one or more additional processing subsystems,
memory subsystems, networking subsystems, authentication
subsystems and/or display subsystems. Moreover, while one
of antennas 1320 is shown coupled to a given one of interface
circuits 1318, there may be multiple antennas coupled to the
given one of interface circuits 1318. Additionally, one or
more of the subsystems may not be present in electronic
device 1300. Furthermore, in some embodiments, electronic
device 1300 may include one or more additional subsystems
that are not shown in FIG. 13. Also, although separate sub-
systems are shown in FIG. 13, in some embodiments, some or
all of a given subsystem or component can be integrated into
one or more of the other subsystems or component(s) in
electronic device 1300. For example, in some embodiments
program module 1322 is included in operating system 1324.
Note that operating system 1324 may provide services such
as: a web browser, a media server, a file-sharing server, and a
firewall.

[0109] Moreover, the circuits and components in electronic
device 1300 may be implemented using any combination of
analog and/or digital circuitry, including: bipolar, PMOS and/
or NMOS gates or transistors. Furthermore, signals in these
embodiments may include digital signals that have approxi-
mately discrete values and/or analog signals that have con-
tinuous values. Additionally, components and circuits may be
single-ended or differential, and power supplies may be uni-
polar or bipolar.

[0110] An integrated circuit may implement some or all of
the functionality of networking subsystem 1314, such as one
or more radios. Moreover, the integrated circuit may include
hardware and/or software mechanisms that are used for trans-
mitting wireless signals from electronic device 1300 and
receiving signals at electronic device 1300 from other elec-
tronic devices. Aside from the mechanisms herein described,
radios are generally known in the art and hence are not
described in detail. In general, networking subsystem 1314
and/or the integrated circuit can include any number of
radios.

[0111] Insome embodiments, networking subsystem 1314
and/or the integrated circuit include a configuration mecha-
nism (such as one or more hardware and/or software mecha-



US 2016/0261569 Al

nisms) that configures the radios to transmit and/or receive on
agiven channel (e.g., a given carrier frequency). For example,
in some embodiments, the configuration mechanism can be
used to switch the radio from monitoring and/or transmitting
on a given channel to monitoring and/or transmitting on a
different channel. (Note that ‘monitoring” as used herein
comprises receiving signals from other electronic devices and
possibly performing one or more processing operations on
the received signals, e.g., determining if the received signal
comprises an advertising frame, calculating a performance
metric, etc.) Furthermore, networking subsystem 1314 may
include one or more wired interface circuits 1334 and one or
more communication ports 1336 to receive and/or provide
information in messages to other instances of electronic
device 1300 and/or one or more of access devices 114 (FIG.
1).

[0112] While a distributed social network was used as an
illustration of an application that is facilitated by the elec-
tronic device and the device-to-device network, in other
embodiments the communication technique is used to imple-
ment a secure, distributed storage environment and/or
another secure online application.

[0113] Moreover, while a communication protocol com-
patible with Ethernet was used as an illustrative example, the
described embodiments may be used in a variety of network
interfaces. Moreover, network(s) 116 (FIG. 1) may include
one or more public and/or private networks, such as the Inter-
net, an intranet, etc. Furthermore, while some of the opera-
tions in the preceding embodiments were implemented in
hardware or software, in general the operations in the preced-
ing embodiments can be implemented in a wide variety of
configurations and architectures. Therefore, some or all of the
operations in the preceding embodiments may be performed
in hardware, in software or both. For example, at least some of
the operations in the communication technique may be imple-
mented using program module 1322, operating system 1324
(such as drivers for interface circuits 1318) and/or in firmware
in interface circuits 1318. Alternatively or additionally, at
least some of the operations in the communication technique
may be implemented in a physical layer, such as hardware in
interface circuits 1318.

[0114] In the preceding description, we refer to ‘some
embodiments.” Note that ‘some embodiments’ describes a
subset of all of the possible embodiments, but does not always
specify the same subset of embodiments.

[0115] The foregoing description is intended to enable any
person skilled in the art to make and use the disclosure, and is
provided in the context of a particular application and its
requirements. Moreover, the foregoing descriptions of
embodiments of the present disclosure have been presented
for purposes of illustration and description only. They are not
intended to be exhaustive or to limit the present disclosure to
the forms disclosed. Accordingly, many modifications and
variations will be apparent to practitioners skilled in the art,
and the general principles defined herein may be applied to
other embodiments and applications without departing from
the spirit and scope of the present disclosure. Additionally, the
discussion of the preceding embodiments is not intended to
limit the present disclosure. Thus, the present disclosure is not
intended to be limited to the embodiments shown, but is to be
accorded the widest scope consistent with the principles and
features disclosed herein.
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What is claimed is:

1. An electronic device, comprising:

an interface circuit configured to communicate with a

group of one or more other instances of the electronic
device via dynamic connections that are based on pre-
established and maintained associations in a device-to-
device network of a user of the electronic device,
wherein the associations are maintained for longer time
than the dynamic connections, and

wherein a given dynamic connection between the elec-

tronic device and a given instance of the electronic
device in the group is setup by the electronic device
without assistance of a computer in another network,
which conveys the communication between the elec-
tronic device and the given instance of the electronic
device via at least a non-wireless communication tech-
nique; and

a control mechanism, coupled to the interface circuit, con-

figured to:

detect, via the interface circuit, a change to a location of
the electronic device in the other network; and

communicating, via the interface circuit, a message with
the update to the location to a second user in the
device-to-device network who is associated with a
second instance of the electronic device in the group
at a second location specified by one of the associa-
tions.

2. The electronic device of claim 1, wherein, when com-
munication of the message to the second instance of the
electronic device fails, the control mechanism is further con-
figured to provide, via the interface circuit, the message with
the update to the location to a trusted computer in the other
network; and

wherein the message is encrypted using an encryption key

of the user.

3. The electronic device of claim 1, wherein the location
includes an address in the other network and a communica-
tion port of the electronic device.

4. The electronic device of claim 1, wherein the message is
provided to the second user via: the device-to-device net-
work, a different communication channel than the device-to-
device network, and a third party who is other than the user
and the second user.

5. The electronic device of claim 1, wherein the message is
encrypted using an encryption key of the user.

6. The electronic device of claim 1, wherein the control
mechanism is configured to:

communicate with a third instance of the electronic device

in the group at a third location specified by another one
of the associations, wherein the third instance of the
electronic device is associated with a third user in the
device-to-device network; and

when the communication with the third instance of the

electronic device fails for a time interval, access a trusted
computer in the other network and obtain another mes-
sage with an update to the third location stored on the
trusted computer.

7. The electronic device of claim 6, wherein the other
message is identified based on an encryption key of the third
user.

8. The electronic device of claim 6, wherein the other
message is encrypted using an encryption key of the third
user.

9. The electronic device of claim 1, wherein the control
mechanism is configured to:
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communicate with a third instance of the electronic device
in the group at a third location specified by another one
of the associations, wherein the third instance of the
electronic device is associated with a third user in the
device-to-device network; and

when the communication with the third instance of the

electronic device fails for a time interval, polls one of
more of the other instances of the electronic device in the
group to determine an update to the third location.

10. The electronic device of claim 1, wherein the control
mechanism includes:

a processor; and

memory, coupled to the processor, which stores a program

module configured to be executed by the processor, the
program module including instructions for at least some
of the operations performed by the control mechanism.

11. A computer-program product for use in conjunction
with an electronic device, the computer-program product
comprising a non-transitory computer-readable storage
medium and a computer-program mechanism embedded
therein to communicate an update to a location, the computer-
program mechanism including:

instructions for detecting, via an interface circuit in the

electronic device, a change to the location of the elec-
tronic device in another network, wherein the electronic
device communicates with a group of one or more other
instances of the electronic device via dynamic connec-
tions that are based on pre-established and maintained
associations in a device-to-device network of a user of
the electronic device,

wherein the associations are maintained for longer time

than the dynamic connections, and

wherein a given dynamic connection between the elec-

tronic device and a given instance of the electronic
device in the group is setup by the electronic device
without assistance of a computer in the other network,
which conveys the communication between the elec-
tronic device and the given instance of the electronic
device via at least a non-wireless communication tech-
nique; and

instructions for providing, via the interface circuit, a mes-

sage with the update to the location to a second user in
the device-to-device network who is associated with a
second instance of the electronic device in the group at a
second location specified by one of the associations.

12. The computer-program product of claim 11, wherein
the computer-program mechanism comprises instructions for
providing, via the interface circuit, the message with the
update to the location to a trusted computer in the other
network when communication of the message to the second
instance of the electronic device fails; and

wherein the message is encrypted using an encryption key

of the user.

13. The computer-program product of claim 11, wherein
the location includes an address in the other network and a
communication port of the electronic device.

14. The computer-program product of claim 11, wherein
the message is provided to the second user via: the device-to-
device network, a different communication channel than the
device-to-device network, and a third party who is other than
the user and the other user.
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15. The computer-program product of claim 11, wherein
the message is encrypted using an encryption key of the user.

16. The computer-program product of claim 11, wherein
the computer-program mechanism comprises instructions
for:

communicating with a third instance of the electronic
device in the group at a third location specified by
another one of the associations, wherein the third
instance of the electronic device is associated with a
third user in the device-to-device network; and

accessing a trusted computer in the other network and
obtaining another message with an update to the third
location stored on the trusted computer when the com-
munication with the third instance of the electronic
device fails for a time interval.

17. The computer-program product of claim 16, wherein
the other message is identified based on an encryption key of
the third user.

18. The computer-program product of claim 16, wherein
the other message is encrypted using an encryption key of the
third user.

19. The computer-program product of claim 11, wherein
the computer-program mechanism comprises instructions
for:

communicating with a third instance of the electronic
device in the group at a third location specified by
another one of the associations, wherein the third
instance of the electronic device is associated with a
third user in the device-to-device network; and

polling one of more of the other instances of the electronic
device in the group to determine an update to the third
location when the communication with the third
instance of the electronic device fails for a time interval.

20. An electronic-device-implemented method for provid-
ing an update to a location, wherein the method comprises:

detecting, via an interface circuit in the electronic device, a
change to the location of the electronic device in another
network, wherein the electronic device communicates
with a group of one or more other instances of the elec-
tronic device via dynamic connections that are based on
pre-established and maintained associations in a device-
to-device network of a user of the electronic device,

wherein the associations are maintained for longer time
than the dynamic connections, and

wherein a given dynamic connection between the elec-
tronic device and a given instance of the electronic
device in the group is setup by the electronic device
without assistance of a computer in the other network,
which conveys the communication between the elec-
tronic device and the given instance of the electronic
device via at least a non-wireless communication tech-
nique; and

providing, via the interface circuit, a message with the
update to the location to a second user in the device-to-
device network who is associated with a second instance
of the electronic device in the group at a second location
specified by one of the associations.

#* #* #* #* #*
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